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ABSTRACTTherehavebeendisturbingpressreportsandart
iclesontheInformationTechnology(Amendment)Act,2008.Theseaccountsbroadlywallowabouttheincr
easeinthepolicepowersofthestate.Theycontendthattheamendmentgrantslegalsanctiontoonlinesurveill
anceinexorablywhittlingdowninternetprivacy.Thisarticleseekstoexaminethisprevalentnotion.Itdiscov
ersthatlegalprovisionsforonlinesurveillance,monitoringandidentificationofdatahavebeeninsertedina
narrowanddefinedclassofcircumstancesgovernedbytenuousprocedures.Atfirstglanceitmayseemthatt
heseproceduresandsafeguardsbythemselvesincreasetherighttoprivacy.However,onadeeperstudyitisr
evealedthattheyarefoundwantingduetothenatureofinternetcommunications.Thearticletakesacompreh
ensivelookatthestateofonlineprivacyinIndiaarisingoutoftheInformationTechnologyAct,2000. 
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I INTRODUCTION  

WiththedecisioninNazFoundationv.GovernmentofN.C.T.,
1 

thereisagrowingfeelingthatprivacyrightsofindividualsaregainingrecognitionintheIndianlegallandscape.
2 

WhatisinterestingabouttheHighCourtdecisionreadingdownsection377oftheIndianPenalCode
3 

anddecriminalizinghomosexualactivity
4 

isthehesitationoftheUnionGovernmenttoappealagainsttheverdictintheSupremeCourt.
5 

Tilldate,theUnionGovernmentremainsabsentfromthelistofthe14appellants
6 
appealingthedecision.

7 

Hereitseemscounterintuitivethatagovernmentwhichisostensiblyhesitanttochallengeacourtdecisionexpandingliberalnotion

sof 

1 

NazFoundationv.Government ofN.C.T.ofDelhi&Ors.,160(2009)D.L.T.277(India)(PerA.P.Shah,C.J.&S.Muralidhar,J.).I
t concernedaconstitutionalchallengetosection377oftheIndianPenalCode,1860whichcriminalisedunnaturalconsensualsexu
alactsbetweenadults.Thepetitionerclaimedandsecuredalimitedreliefamountingtolimitingtheapplicationofthesectiontonon-
consensualpenilenonvaginalsexandpenilenonvaginalsexinvolvingminorsonly.

2 

LawrenceLiang,IstheNazFoundationdecisiontheRoev.WadeofIndia?(KafilaBlog,July6,2009),http://kafila.org/2009/07/0
6/isthenazfoundationdecisiontheroevwadeof-
india/(last visitedDec.25,2009);seealsoLeonardLink,IndianCourt RulesonColonial-
EraSodomyLaw(LeonardLink’sBlog,July2,2009),http://newyorklawschool.typepad.com/leonardlink/2009/07/indian-
courtrulesoncolonialerasodomylaw.html(last visitedDec.25,2009).

3 
INDIAPEN.CODE,1860,No.45of1860.

4 

Supranote1,at ¶132.
5 

GovtunlikelytoappealHC'sGayOrderonitsown,TIMESOFINDIA,July3,2009,availableathttp://timesofindia.indiatimes.com/
india/GovtunlikelytoappealHCsgayorderonitsown/articleshow/4730486.cms.

6 
CaseStatus–

SupremeCourt ofIndia,http://courtnic.nic.in/courtnicsc.asp(searchin‘Title’+‘Respondent’+‘2009’&‘2010,’onthestring‘N
azFoundation’)(last visitedJuly4,2010).

7 

SureshKumarKoushalv.NazFoundation,SLP(C)No.15436/2009(last orderdatedJuly20,2009),availableathttp://courtnic.n
ic.in/supremecourt/temp/dc%201543609p.txt;seeArvindGopal,SureshKumarKoushalv.NazFoundationSLP(C)No.15436
/2009(LawyersCollectiveHIV/AIDSUnit –s377CaseUpdates,July22,2009),http://www.lawyerscollective.org/node/1022. 

individualrightswouldpassalawgreatlycurtailingonlineprivacy.
8 
Hence,acasualreadingofthe 

recentlyintroducedsections69and69BoftheInformationTechnologyAct,2000
9 
wouldtakean 

observerbysurprise.Comparativelyviewed,theabsenceofachallengetotheNazFoundation 
decisionwillseemlessthananaccidentandnothingmorethanserendipity. 

Theprovisionswhichhavebeenintroducedbyarecentamendmenthavevestedstatefunctionaries 

withthepowerstointercept,monitoranddecryptinformation,
10 

blockaccesstowebsites
11 

and  
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monitororcollecttrafficdata.
12 

Priortothisamendment,therewasavacuuminIndianlaw
13 

whereinterceptionandmonitoringinrelationtointernetcommunicationswasbeingcarriedout 

underthegeneralprovisionsoftheIndianTelegraphAct,1885.
14 

Therecentamendmentdidnot 
gounnoticedwithonecommentatornotingthattheprovisionsare“farmoreintrusivethanthe 

IndianTelegraphActof1885,whichwasdraftedtoprotecttheinterestsoftheBritishRaj.”
15 

OtherschimedinwithOrwellianbrooding.
16 

Thoughawellarticulateddefenceofsuchaposition 
wasfoundlacking,theprincipalcontentionadvancedwaspremisedontheclaimthatthe 
provisionsforintrusion,ipsojureconstitutedabreachoftherighttoonlineprivacy. 

Thisarticledoesnotmerelyproceedonthepremisethattheveryexistenceofthelegalsanction 
resultsinabreachofprivacy.Thisarticleisgearedtowardsarealistconceptionofprivacyrights 

8 
SeeRukminiSen,BreakingSilences,CelebratingNewSpaces:MappingEliteResponsesToThe‘Inclusive’Judgment,2NUJS 

L. 
REV.480,490(2009)(“[i]t isajudgment whichcausesforcelebrationashasexpectedlyhappened,but it alsoraisesdoubtsonwhe
therthiscanbesustained,andthelegislaturewillstart fromwherethejudiciaryendedratherthanreinventing.”).

9 

InformationTechnology(Amendment)Act,2008,No.10of2009.
10 

§69,InformationTechnology(Amendment)Act,2008,No.10of2009.
11 

§69A,InformationTechnology(Amendment)Act,2008,No.10of2009.Eventhoughthissectiondoesaffect thecivillibertiesofa
nindividual,it isoutsidethescopeofthepresent article,astheright beinganalysedinthisarticleistheright toprivacyandnot theri
ght tospeechandexpression.

12 
§69B,InformationTechnology(Amendment)Act,2008,No.10of2009.

13 

SiddharthSrivastava,EmailUsersBeware,BigBrotherisWatching,TIMESOFINDIA,Dec.24,2001,availableat http://timesofin
dia.indiatimes.com/articleshow.asp?art_id=37906058.It observesthat theintelligencebureauhaspreparedalistofnewkeywo
rdsin2001tointercept mailsemanatingfromIPaddressesinIndiasuggestingthat interceptionwasoccurringdespitethepresence
ofanyspecificlaw.

14 
IndianTelegraphAct,1885,No.13of1885(hereinafter‘TelegraphAct’).

15 

KounteyaSinha&MahendraKumarSingh,NewlawwillletGovtSnooponyourPC,TIMESOFINDIA,Dec.25,2008,availableat 
http://timesofindia.indiatimes.com/India/New_law_will_let_govt_snoop_on_your_PC/articleshow/3888633.cms. 

16 

Yes,Snooping’sAllowed,INDIANEXPRESS,Feb.6,2009,availableathttp://www.indianexpress.com/news/yessnoopings-
allowed/419978/(“[u]nderthenewITAct,anyGovernment officialorpolicemanwillbeabletolistentoallyourphonecalls,rea
dyourSMSsandemails,andmonitorthewebsitesyouvisit.Andhewillnot requireanywarrant fromamagistratetodoso.”). 

anddoesnotposittheminanoverlybroadormoralistichue.Itdoesnotquibbleoverthedefinitionortheunderl
yingjurisprudenceoftherightbuthowever,proceedstoanalysethelikelyharmswhichmaybecausedduetoa
breach.

17 

Italsostudiestheprotectionswhichhavebeenmadeagainstgatheringanddisseminationofinformation,tow
ardsthebroadergoalofreviewinginternetprivacylawsinIndia.

18 

Tothispurpose,PartIIutilizestwopopulartaxonomiesadoptedtoreachalevelofcertaintyforthepotentialinj
urywhichmaybecausedbytheamendments.ItcomparesIndiancourtrulingsonprivacyrightstothetaxono
myofprivacyharms.Fromthiswegainknowledgeofthetypesofprivacyinjurieswhichhavebeenprotected
bylawinIndia.Aninsightisalsogainedintothegeneralapproachofthecourtsingrantingreliefincasesinvolv
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ingquestionsofprivacylaw.PartIII,thenexaminessections69and69Bwhichprovidethepowertoissuedire
ctionsforinterceptingdataandmonitoringandstoringinformationrespectively.Thesesectionsareanalyse
dagainsttheregulationsmadeundersection5(2)oftheTelegraphAct.Aquickreviewdemonstratesthatsecti
ons69and69Bprovideforadequatesafeguardswhenviewedagainstthestandardssetbyprecedent.PartIVc
ontendsthatevenwiththesesafeguardsandprocedures,theprotectionofprivacyrightsisinadequateinview
oftheinherentlackofincentivetoobserveprocedureandthenatureofinternetcommunications.Thetypesof
harmscausedduetothenewmeasuresaswellasthelackofincentivetoobservetheprocedurepresentsarealan
dpresentdangertotherighttoprivacy.Thefinalpartofthearticleterselysuggeststhatexanteex-
partecourtordersareastandardthatshouldbeexploredinrelationtobreachofprivacyininternetcommunica
tions. 

IIT
HERIGHTTOPRIVACYRECENTLY 
A. THETAXONOMYOFPRIVACY 
ItisobligatorytocitetheseminaltwentysevenpagearticleauthoredbyWarrenandBrandis

19 

whichdevelopedthemoderncontoursofthetortofprivacy.Thearticlesparkedarenaissanceof 

17 

See,e.g.,CharlesFried,Privacy,77YALEL.J.475,482(1968)(“[p]rivacyis...thecontrolwehaveoverinformationabout ourselv
es.”);Robert C.Post,ThreeConceptsofPrivacy,89GEO.L.J.2087(2001);JamesQ.Whitman,TheTwoWesternCulturesofPriva
cy:DignityversusLiberty,113YALEL.J.1151(2004).

18 

SeeDiljeet Titusv.AlfredA.Adebare,130(2006)D.L.T.330(India)(PerSanjayKishanKaul,J.)(acaseforthegrant ofaninjuncti
ononallegationsoftheft ofdata,copyright infringement andtheft oftradesecrets).Thepresent articledoesnot substantiallydis
cusstheseareasoflawwhichtouchupontheperipheryoftheprivacyharmofinformationdissemination.Iconsidertheseareasofla
w,whenappliedtoprivacyrights,tobesubsidiaryandoflimitedassistancetoaperson.

19 

SamuelD.Warren&LouisD.Brandeis,TheRighttoPrivacy,4HARV.L.REV.193,197(1890)(seizesuponthemetaphorof‘man's
houseashiscastle’tocallforacommonlawright toprivacy). 

legalscholarshipandsubsequentlyneighbouringtheoriesweredevisedtodefendtherighttoprivacy.
20 

Muchinkandpaperhavebeensacrificedtoetchoutthedevelopmentoftherighttoprivacy,anditisoutsidethe
scopeofthepresentarticletopresenteachofthem.

21 

Forthepurposesofthepresentarticle,Iutilizethetaxonomiesofprivacyharmsdevelopedbytwoinfluentialt
hinkers.ThefirstistheoneproposedbyProsser,accordingtowhomfourdistincttortsflowfromabreachofpri
vacy:(a)intrusionuponaperson’ssolitudeorseclusionorintohisaffairs; 
(b) 
publicdisclosureofembarrassingfactsofaperson’sprivatelife;(c)publicitywhichplacesanindividualinfa
lselightinpubliceyes;and(d)appropriationtoaperson’sadvantageofanother’snameorlikeness.

22 
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Thisfourtortclassificationhasreceivedacceptance,
23 

beingadoptedbytheFirstRestatementofTortsanddifferentstatelegislaturesandcourtsacrosstheUnitedSt
ates.

24 

ThesecondtaxonomydevisedbyDanielJ.Solove
25 

isofamorerecentoriginandhasbecomethepopularnormtogaugethetypesofprivacyharmsintheinternetag
e.

26 

Theauthorcategorisestheprivacyharmsasfallingintofourdistinctcategories:(a)informationcollection,(b
)informationprocessing,(c)informationdissemination,and(d)invasion.

27 

Theauthorfurtherbreaksdownthesebroadclassificationsintosub-
categoriestoaddresseachformofharmwhichisbeingcaused 

20 

See,e.g.,RoscoePound,InterestsinPersonality,28HARV.L.REV.343(1915);ErwinN.Griswold,TheRighttoBeLetAlone,55N
W.U.L.REV.216(1960).

21 

KenGormley,OneHundredYearsofPrivacy,WIS.L.REV.1335(1992)(overviewsthelegalscholarshiponthesubject ofprivacyl
awandconcludesthat asimpleorprecisedefinitionoftheright toprivacyisa‘misguidedquest’andthelawwillkeepevolvingwith
newpermutations).

22 

WilliamL.Prosser,Privacy,48CAL.L.REV.383(1960)(arguesthat theinvasionofprivacyinfact consistsoffourdistinct torts).
2

3 
InduJainv.ForbesIncorporated,IA12993/2006inCS(OS)2172/2006(HighCourt ofDelhi,12

th 

October2007)(India),at ¶74(PerGitaMittal,J.)(asuit forinjunctiverelieftoprevent thedefendant frompublishingtheplaintiff
’snameintheForbeslist ofIndianbillionairesonthegroundsofabreachoftheright toprivacy);seealso,e.g.,UnionofIndiav.Unit
edIndiaInsurance,(1997)8S.C.C.683(India),at ¶10(PerS.B.Majmudar&M.JagannadhaRao,JJ.);Kaleidoscope(India)Pvt.L
td.v.PhoolanDevi,A.I.R.1995Del.316(India),at ¶9(PerM.JagannadhaRao,C.J.& 
D.K. 
Jain,J.);P.Mukundanv.MohanKandyPavithran,(1992)I.I.L.L.J.160Ker.(India),at¶22(PerK.Sukumaran&L.Manoharan,JJ.
).

24 

AlexandraB.Klass,TortExperimentsintheLaboratoriesofDemocracy,50WM.&MARYL.REV.1501,1526(2009)(surveysho
winfluentialmoderntortsevolvedandwereintroducedintheU.S.legalsystem).

25 

SeeDanielJ.Solove,ATaxonomyofPrivacy,154U.PA.L.REV.477,482-
483(2006)(statingthat thestateofprivacylawisindisarrayandtheobjectiveofthearticleistocodifyit,tomakesenseoftheharmsca
usedbyabreachofprivacy).

26 

SeeScott Michelman,WhoCanSueOverGovernmentSurveillance?,57UCLAL.REV.71(2009);FloraJ.Garcia,DataProtectio
n,BreachNotification,andtheInterplayBetweenStateandFederalLaw:TheExperimentsNeedMoreTime,17FORDHAMINTEL
L.PROP.MEDIA&ENT.L.J.693(2007);CoreyA.Ciocchetti,E-
CommerceandInformationPrivacy:PrivacyPoliciesasPersonalInformationProtectors,44AM.BUS.L.J.55(2007).

27 

Supranote25,at 489. 

totherighttoprivacy.Thefirstcategoryofinformationcollectionconsistsofsurveillanceandinterrogation.
Thenextcategoryisinformationprocessingwhichinvolvestakingtheinformationgatheredandmakingsen
seoutoftherawfactsforanyprobableusewhichhasbeenclassifiedbytheauthorintoaggregation,identificati
on,insecurity,secondaryuseandexclusion.Thethirdcategoryisconcernedwiththedisseminationoftheinf
ormationanditconsistsofthebreachofconfidentiality,disclosure,exposure,increasedaccessibility,black
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mail,appropriationanddistortion.Thefinalcategoryisconcernedwithinvasionwhichtheauthordefinesas
concerninginvasiveactsthatdisturbone’stranquillityorsolitudewithoutconcerninginformation.

28 

Theseclassificationsshallbeusedthroughoutthisarticletogetasenseoftheprivacyharmswhichareinflicte
dbythepowerswhicharevestedundersections69and69B. 

B. LIMITEDRECOGNITIONOFHARMS 
ContrarytothecommunalnotionsofIndiansociety,

29 

courtshaveoftenhadtheoccasiontotouchuponthevariousaspectsoftherighttoprivacy.
30 

Thishasbeennecessitatedbytheabsenceofanygeneralenactmentgrantingtherighttoprivacy.
31 

ThoughothercountriesmayjoinIndiaonthisposition,India,tillrecently,remainedoneofthefewnottohavea
nycreatedsectorspecificlawsrelatingtotechnology.

32 

However,thishasnotstoppedcitizensfromapproachingcourtsand 

28 
Supranote25,at 483.

29 

BhikhuParekh,PrivateandPublicSpheresinIndia,12CRITICALREV.INT’LSOC.&POL.PHIL.313,317(2009)(“[I]ndiansdonot 
placemuchvalueonindividualautonomy.AlthoughthelatterhasbeguntoenterIndianlifeandexercisesvaryingdegreesofinflue
nceondifferent sectionsofsocietyandindifferent areas,itsreachremainsratherlimitedanditsimpact uneven.”);seealsoCourt 
onitsmotionv.UnionofIndia,139(2007)D.L.T.244(India),at ¶8(PerSwatanterKumar&H.R.Malhotra,JJ.).UrbanIndiaseem
stobeascribingavaluetoprivacy.Arecent court prohibitionevidencesthistrend.Theprohibitionwasimposedonblackfilmsput 
onthewindscreensofcarsbyownersforprivacyaswellastoshieldthemfromthesun,onthegroundthat thiswasbeingusedbycrimi
nalstoperpetrateoffences,oftenrapeandmolestationinmovingvehicles.

30 

See,e.g.,JamunaPrasad&Ors.v.LachmanPrasad,(1888)I.L.R.10(All.)162(India)(PerJohnEdge,Kt.,C.J.&Brodhurst,J.)(“[a
]stotheobjections,thefindingsonremandshowthat theplaintiffisentitledtohavehisright ofprivacyobserved,andtohaveamand
atoryordertocompeltheappellant topermanentlyclosethedoororwindowcomplainedof.”);seecontraSayyadAzufv.Ameerub
ibi,(1895)I.L.R.18(Mad.)163(India)(PerMuttusamiAyyar&Best,JJ.).Thereisacatenaofearlycaseswheretheright toprivacy
hasbeeninissue.Thischallengestheconventionalnotionthat Indianshavebeennon-
litigiousonprivacy.However,thesecasesarecentredtowardseasementarysquabbles.

31 

SeeABRAHAML.NEWMAN,INTERNATIONALDATAPRIVACYLAWSANDTHEPROTECTORSOFPRIVACY29(2008).Generallawso
nprivacyarenot alwaysdesirable.Theauthornotesthat comprehensivedataprotectionregimeshaveachillingeffect onbusiness
.Thisisexplainedwiththeexampleoftheabsenceofthesubprimemortgagemarket incountrieswhichhavecomprehensiveandge
nerallawsduetocredit informationsharingregulations.

32 

SeeVinitaBali,DataPrivacy,DataPiracy:CanIndiaProvideAdequateProtectionforElectronicallyTransferredData?,21TE
MP.INT'L&COMP.L.J.103,111113(2007). 

allegingbreachofprivacy.
33 

Thesewereoftencomplaintsagainstunwantedstateintrusion,
34 

therebygivingtheIndianSupremeCourtoccasiontoconstitutionalisethetortofprivacyreadingitunderane
xpansiveinterpretationoftherighttolife.

35 

Hence,intheabsenceofagenerallawgoverningprivacy,thelawofprivacyinIndiahasbeendevelopedthrou
ghprecedent.Theclassificationspresentedaboveareoflittleusewithoutputtingtheminthecontextofprivac
ylawrecognizedandenforcedinIndia. 
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TheIndianSupremeCourt’sdecisioninGobind,
36 

reintroducedtherighttoprivacyintotheIndianlegalsystem.Theconstitutionalholdingthatfrequentdomici
liaryvisitsbythepolicewithoutareasonablecauseinfringeduponthepetitioners’righttoprivacyfirmlyesta
blishedtherightforcitizensofthecountry.

37 

Thisformofbreachofprivacyhasremainedmostpopularlycontestedbylitigantsandguardedbycourts.Hen
cebothProsser’sandSolove’sfirstclassificationsofprivacyharmsfindreflectioninIndianlaw.Thelawdev
elopedincasesof‘intrusionuponaperson’ssolitudeorseclusion’and‘informationcollection’hasbeenappl
iedacrossthespectrumofprivacyharms.

38 

33 

SeeR.Rajagopalv.StateofTamilNadu,A.I.R.1995S.C.264(India)(PerB.P.JeevanReddyandSuhasC.Sen,JJ.)(hereinafter‘Ra
jagopal’)(“[t]hisright hastwoaspectswhicharebut twofacesofthesamecoin,(1)thegenerallawofprivacywhichaffordsatort a
ctionfordamagesresultingfromanunlawfulinvasionofprivacy,and(2)theconstitutionalrecognitiongiventotheright toprivacy
whichprotectspersonalprivacyagainst unlawfulgovernmentalinvasion.”).Thetort ofprivacyhashadastunteddevelopment i
nIndia.Therecent development oftheright hasconstitutionalorigins,whichhasrevitalisedthetort ofprivacy.

34 

M.P.Sharmav.SatishChandra,(1954)1S.C.R.1077(India)(PerMehrChandMahajan,C.J.et al.)(rejectedaright toprivacyarg
ument that asearchwarrant issuedaspersection96(1)oftheCodeofCriminalProcedure,1898wouldbeultraviresArts.19(1)(f)
&20(3)oftheConstitutionofIndia);KharakSinghv.StateofUttarPradesh,A.I.R.1963 
S.C. 
1295(India)(SubhaRao,J.,dissenting)(concernedachallengetotheconstitutionalityofRule236oftheU.P.PoliceRegulations).
35 

Gobindv.StateofMadhyaPradesh,(1975)2S.C.C.148(India)(PerK.K.Mathew,J.et al.)(holdingthat unnecessarydomiciliar
yvisitsandpicketingwereabreachofthepetitioner’sright toprivacy);MalakSinghv.StateofPunjab&Haryana,(1981)1S.C.C.4
20(India)(upholdingtheconstitutionalvalidityofmaintaining‘historysheets’underthePoliceAct andthePunjabPoliceRules);
seegenerallyGriswoldv.Connecticut,277U.S.438,471(1928)(Brandeis,J.,dissenting);Katzv.UnitedStates,389U.S.347,361
(1967)(Harlan,J.,concurring).Thedevelopment isoppositetothat oftheUSSupremeCourt wherefirst thetort ofprivacywase
ndorsedandthensubsequent effortsweremadetoincorporateit intotheambit oftheFourthAmendment.

36 

Gobindv.StateofMadhyaPradesh,(1975)2S.C.C.148(India).
37 

See,e.g.,Khushwant Singhv.ManekaGandhi,A.I.R.2002Del.58(India)(PerDevinderGupta&SanjayKishanKaul,JJ.);Elkap
alliLatchaiahv.Govt.ofAndhraPradesh,2001(5)A.L.D.679(India)(PerS.B.Sinha,C.J.&V.V.S.Rao,J.);TamilNaduTamil&
EnglishSchoolsAssociationv.StateofTamilNadu,2000(2)C.T.C.344(PerA.S.Venkatachalamoorthy,J.et al.).

38 

Supranote22;supranote25. 

ThesecondclassificationproposedbySoloveisabsentfromprecedent.Indiancourtshavenothadtheoccasi
ontoadjudicateuponissuesofinformationprocessingasitseemstohavenotbeenaverred.Personswhenalle
gingabreachoftheirprivacyaremoreconcernedwiththeinterceptionandthedisseminationofprivateinfor
mationandseemtohaveglossedoveragitatingabouttheirrightsagainstinformationprocessing.

39 

Moreover,itseemsthatcourtshaveheldthatanyinformationexistinginthepublicdomaincanbeprocesseda
ndthenpublished.Here,themomenttheinformationleavestheabsolutecontroloftheperson,theinformatio
ncanbeusedbyanother.

40 
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Disclosureisoneaspectwherecourtshavezealouslyguardedtherighttoprivacy.Claimsforunauthorizeddi
sclosurebreachingarighttoprivacyhavemoreoftenthannotbeenentertainedbycourts.

41 

Therealsoexistlegislativeprovisionswhichgrantprivacyinaspecifiedclassorpeopleor 

39 
AsahiGlassIndiav.DirectorGeneralofInvestigationandRegistration,WP(C)8741/2008(HighCourt ofDelhi,25

th 

September2009)(India)(PerSanjivKhanna,J.).Thepetitionersought toquashinquiryproceedingsinitiatedagainst it onallega
tionsofcartelization.Thepetitionercontendedamongst otherthingsthat theinquirywouldresult inabreachofprivacyassection
49oftheMonopoliesandRestrictiveTradePracticesAct,1969wouldobligateit tofurnishinformationthreateningitsprivacy.Th
ecourt heldthat theaforementionedsectioncontainedanexception–
thepetitionercouldrefusetoprovideinformationpursuant toa‘reasonableexcuse’beingproved;seeA.Rajav.P.Srinivasan,(200
9)8M.L.J.513(India)(PerM.Chockalingam&R.Subbiah,JJ.).Theapplicant sought torestraintherespondent,thepublisherofa
weekly,frompublishinginteralia,familyphotographsoftheapplicant accompaniedbywriteupslevelingallegationsofcorrupti
on.Theappellant hadcontendedthat thesephotographscontainedimagesofhiswifeandminorchildwhowerenot connectedtoh
ispublicofficeandpublicactsandhencethepublicationoftheirimagescontemporaneouslyinfringedtheirright toprivacy.Theco
urt grantedaninteriminjunctionrestrainingthedefendant frompublishinganysuchnewsarticlesaswellasphotographsofthepla
intiff’swifeandminorchild.

40 

Petronet LNGLtd.v.IndianPetroGroup,(2009)95S.C.L.207(Delhi)(India)(PerS.RavindraBhat,J.).Thecaseconcernedanap
plicationforaninjunctionagainst thedefendantsfrompublishinginformationwhichtheplaintiffallegedwasconfidential.Thepl
aintiffallegedthat thedefendant breacheditsprivacybyaccessingaswellasdisseminatinginformation.Thecourt heldthat thei
nformationwasfreelyavailableinpublicandhencethedefendant wasnot inbreachoftheplaintiff’sright toprivacy;seealsoRaji
nderJainav.CentralInformationCommission,164(2009)D.L.T.153(India)(PerSanjivKhanna,J.).Thecaseconcernedawrit p
etitionabout thedisclosureofinformationundertheRight toInformationAct,2005whereinthepetitionerchallengedthedisclos
ureongroundsofinfringement oftheright toprivacy.Thecourt heldthat theinformationalreadyexistedinthepublicdomainand
noclaimsastoprivacycouldbemade.Thecourt alsoappliedtheratiolaiddowninRajagopalwherebytheCourt heldthat onceam
atterbecomesanissueofpublicrecord,noprivacycanbeclaimedforit.

41 

See,e.g.,InduJainv.ForbesIncorporated,IA12993/2006inCS(OS)2172/2006(HighCourt ofDelhi,12
th 

October2007)(India)(PerGitaMittal,J.).Thecourt notedinparagraph57that theenforcement oftheright toprivacyundertheIn
dianconstitutionalschemecanonlybemadeagainst stateinstrumentalitiesandnot against privatepersons.Afterthisholding,th
eCourt inparagraph58examinedthepoorgrowthoftheright toprivacyasatort inIndia.Thecourt afterexaminingtheprecedent i
ntheUnitedKingdomheldthesametobeinapplicable.It hintedinparagraphs66&67that despitetheabsenceofanystatutegrantin
garight toprivacy,theguidelineslaiddownbytheSupremeCourt inRajagopaldevelopsucharight;seealsoManagingDirector,
MakkalTholaiv.Mrs.V.Muthulakshmi,(2007)5M.L.J.1152(India)(PerP.Jyothimani,J.).Thecaseconcernedanapplicationfo
ran 

circumstances.
42 

Herecourtsseemedtohaverecognizedtherightarisingfromarelationshipbetweenthepartieswhereinform
ationissharedbyapersonvoluntarily;howeveritisdonewithanotheronlyintheboundsofthebilateralrelatio
nship.

43 

Hence,thesecondclassificationsuggestedbyProsserandthethirdclassificationsuggestedbySolovefindre
cognitioninIndianlaw.However,thediscreteharmswhichareclassifiedbySoloveareyettoevolveorbeapp
reciatedbyIndianCourts.Courtsgenerallyexamine(a)theexistenceofaperson’srighttoprivacy;(b)thecon
ductofanothercausingabreachintotheprivacy;and(c)whethersuchabreachislegallypermissible.Thisisal
imitedappreciationofevolvingnewtypesorsubcategoriesofharmsforapplyingdistinctjudicialnorms.He
nce,thereisnoeffectiverulecreationappreciatingthedifferingnatureofprivacyharms.ToconcludetheIndi
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anlegalsystemhasyettogiverecognitiontomostharmsflowingfrombreachesofprivacyandbroadlyrecogn
izesonlytheharmsarisingfrominformationgatheringanddisclosure. 

IIIONLINE
PRIVACY:PAST,PRESENTANDABSENT 
A. INFORMATIONGATHERING 
1. Generalrulesforinformationgathering 
TheeverincreasingreachoftheinternetwasbelatedlyrealizedbytheIndianlegislaturein2001

44 

andithasbeenplayingagameofcatchupeversince.
45 

However,regulationspertainingtoprivacywerelargelyabsentfromthestatute.
46 

Inatellinganalogyoflegislativelethargyonefindsthatrules 

injunctionfiledbytherespondent,thewidowoftheinfamousoutlawVeerappan,against thedefendants,inordertoprevent thedef
endantsfromtelecastingatelevisionserialonhislife.

42 

§327(1),CodeofCriminalProcedure,1973,No.2of1974;§§3&4,Indecent RepresentationofWomen(Prohibition)Act,1986,
No.60of1986;§7(1)(c),MedicalTerminationofPregnancyAct,1971,No.34of1971;§21,JuvenileJustice(CareandProtectiono
fChildren)Act,2000,No.56of2000.Thesestatutoryprovisionsprotect womenandchildrenfrompublicityincertaincircumstan
ces.However,theyonlyaffordanextremelythinlevelofprotection.

43 

SeeVijayPrakashv.UnionofIndia,A.I.R.2010Del.7(India)(PerS.RavindraBhat,J.).AfterconsideringtheEnglishlawonthepo
int ofprivacy,thecourt notesthat,“it maybeseenfromtheabovediscussion,that originally,thelawrecognizedrelationshipsthro
ughstatus(marriage)orarisingfromcontract (suchasemployment,contract forservices,etc.)asimposingdutiesofconfidentiali
ty.”

44 
SeeAPARGUPTA,COMMENTARYONTHEINFORMATIONTECHNOLOGYACT,20003-

4(LexisNexisButterworthsWadhwa2007)(observestheintroductionofthelawanditseventualpassage).
45 

SeeDEPARTMENTOFINFORMATIONTECHNOLOGY,MINISTRYOFCOMMUNICATIONS&INFORMATIONTECHNOLOGY,GOVERN
MENTOFINDIA,REPORTOFTHEEXPERTCOMMITTEEONPROPOSEDAMENDMENTSTOINFORMATIONTECHNOLOGYACT2000,(2
005),availableathttp://www.mit.gov.in/sites/upload_files/dit/files/downloads/itact2000/ITAct.doc.

46 

See§72,InformationTechnologyAct,2000,No.21of2000. 

forinterceptionoftelecommunicationswereonlyframedin1999
47 

aftertheSupremeCourtdecisioninPUCLv.UnionofIndia.
48 

Theserulesprovidetheblueprintfortheinterferencewithprivacyrightsfor‘intrusionuponaperson’ssolitud
eorseclusion’and‘informationcollection.’

49 

Theserulesaretheclosemirrorstotheruleswhichhaverecentlybeenenactedundersections69
50 

and69B.
51 

Therulesforinterceptionoftelecommunicationshavebeenframedundersection5(2)oftheTelegraphActw
hichprovidesthatwhen(a)publicemergency;or(b)publicsafetysituationexists,thenanordermaybemadet
oissuedirectionsforinterception.Theseruleseffectivelyauthorizehighrankingpublicfunctionaries

52 

toissuedirectionsfortheinterceptionofmessages.
53 

Tosafeguardagainstablanketinfractionofcivilliberties,thesectionitselfprovidesforseveralsafeguards.T
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herearedocumentaryformalitieswithwhichtheofficialshavetocomply.
54 

Theseareessentiallytherecordingofreasonsinthenatureof(a)interestsofsovereigntyandintegrityofIndia;
(b)thesecurityofthestate;(c)friendlyrelationswithforeignstates;(d)publicorder;and(e)incitementtothec
ommissionofanoffence.

55 

ThereareseveralsafeguardswhichhavebeenaddedbytheregulationstoaugmentthesectionunderRule419
AoftheIndianTelegraphRules.Thesearefirstlyinthenatureofprovidingmorespecificstothedocumentary
formalitiessuchasprovidingtheparticularsoftheofficerdirectingtheinterceptionandthemaintenanceofre
cords.

56 
Secondly,thereislimitedregulatoryoversight 

47 

IndianTelegraph(First Amendment)Rules,1999(G.S.R.123(E))(Feb.16,1999)(eventhoughtheIndianTelegraphAct wasena
ctedin1885fromwhichtimeit haspermittedtheinterceptionofcommunications).

48 

People’sUnionforCivilLibertiesv.UnionofIndia,(1997)1S.C.C.301(India)(concernedthelegalityoftelephonetapping).
49 

Rule419A(3),IndianTelegraphRules,1951.
50 

InformationTechnology(ProcedureandSafeguardsforInterception,MonitoringandDecryptionofInformation)Rules,2009(G
.S.R.780(E))(Oct.27,2009).

51 

InformationTechnology(ProcedureandSafeguardsforMonitoringandCollectingTrafficDataorInformation)Rules,2009(G.
S.R.782(E))(Oct.27,2009).

52 
Rule419A(1),IndianTelegraphRules,1951.

53 
Rule419A(3),IndianTelegraphRules,1951.

54 

Statev.Mohd.Afzal&Ors,107(2003)D.L.T.385(India)(PerUshaMehra&PradeepNandrajog,JJ.)(“[p]ermissionwastakenfr
omtheJoint Director,Information&Broadcastingon13.12.2001itselfforinterception…asreflectedintheorderdated11.7.200
2thesewereproducedinasealedcoverwhichwasopened,contentsreadout totheaccusedandtheircounselandthenresealed.”).

55 

§5(2),IndianTelegraphAct,1885,No.13of1885.
56 

Rules419A(6)&(7),IndianTelegraphRules,1951. 

whichhasbeenbuiltupinthesectionintheformofareviewcommittee.
57 

Thirdly,thefinalsafeguardisanautomaticexpiryontheinterceptiondirectiononninetydaysbeingcomplete
d.

58 

Inpubliclawcases,especiallyinvolvingthefirsttaxonomyof‘intrusionuponaperson’ssolitude’or‘inform
ationgathering,’theapproachadoptedbycourtshasbeenoneofapplyingtheconstitutionaldoctrinesdevelo
pedunderArticles14,19and21.

59 

Thesedoctrinespermitthejudiciarytostrikedownastatutewhichisdeemedunreasonableorwhichdoesnot
haveanyconnectiontotheobjectofthelegislation;yettherehasbeenhesitationonthepartofthecourtstodoso
.Theprotectionwhichhasbeenaffordedtoindividualshasbeenrestrictedtoastrictadherencetotheprocedur
alsafeguardsinlaw.Thecourtshavetermedtherighttoprivacyas,‘toobroadandmoralistic.’

60 

Theyhaveshiedawayfromsubstantivelylimitingthepowerofthestateandhaveratherinsistedonprocedure
sbeingadheredto.ThistrendisexposedbythecelebratedcaseofPUCLv.UnionofIndiawheretheSupremeC
ourtlaiddownproceduralsafeguardsintheformofdirectionstocheckwarrantlesstelephonetapping.

61 
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Recentprecedentfurtherevidencesthistrend.Inacaserelatingtotheconstitutionalvalidityoftelephonetapp
ingprovisionsofMCOCA,theSupremeCourthasheldthattheprovisionsprescribeadequateproceduralsaf
eguards.

62 

AgaininacasedealingwiththepowersoftheCBI,JusticeSinhahasremarkedthatitwouldbedesirableforthe
mtoevolvesafeguards.

63 

57 
Rule419A(8),IndianTelegraphRules,1951.

58 
Rule419A(5),IndianTelegraphRules,1951.

59 

T.R.Andhyarujina,TheEvolutionoftheDueProcessofLawbytheSupremeCourt,inSUPREMEBUTNOTINFALLIBLE:ESSAYSIN

HONOUROFTHESUPREMECOURTOFINDIA203(B.N.Kirpalet al.eds.,2004).
60 

See,e.g.,NeeraAgarwalv.MahenderKumarAgarwal,2009(5)A.L.T.518(India),at ¶61(PerP.S.Narayana,J.);SurupsinghHry
aNaikv.StateofMaharashtra,A.I.R.2007Bom.121(India),at ¶11(PerF.I.Rebello&R.M.Savant,JJ.);RajeshKumarv.Stateof
U.P.,1999Cri.L.J.2388(All.)(India),at ¶72(PerBinodKumarRoy&R.K.Singh,JJ.).

61 
Supranote48.

62 

StateofMaharashtrav.BharatShantiLalShah,(2008)13S.C.C.5(India)(PerK.G.Balakrishnan,C.J.et al.).Thecasemainlycon
cernedtheconstitutionalcompetenceofthestatetoenact sections13-
16oftheMaharashtraControlofOrganisedCrimeAct,1999.Thecourt observedat paragraph60,“interceptionofconversationt
houghconstitutesaninvasionofanindividualright ofprivacybut thesaidright canbecurtailedinaccordancewithprocedurevali
dlyestablishedbylaw.Thus,what thecourt isrequiredtoseeisthat theprocedureitselfmust befair,just andreasonableandnon-
arbitrary,fancifuloroppressive.”

63 
BhaveshJayantiLakhaniv.StateofMaharashtra,2009(9)S.C.A.L.E.467(India),at ¶133-

134(PerS.B.Sinha&MukundakamSharma,JJ.).Thecourt dealingwiththepowersoftheCentralBureauofInvestigationundert
heExtraditionAct,1962heldthat,“[n]osuchguideline,however,hasbeenlaiddowninrespect ofsurveillanceconductedpursuan
t toaRedCornerorYellowCornerNotice...theCentralGovernment andinparticulartheMinistryofExternalAffairs,inouropini
on,shouldframeappropriateguidelinesinthisbehalf.” 
2. Section69oftheInformationTechnologyAct,2000 

Aftermuchdiscontentmentanddebate,
64 

theInformationTechnologyAct,2000receiveditsfirst 

majoramendmentin2008.
65 

TheAmendmentActsoughttorectifythemanydeficiencieswhich 

hadbeennoticedwiththeapplicationoftheenactment.
66 

Theamendmentsoughttomakethe 

InformationTechnologyAct,2000aselfsufficientactwithrespecttointernetbehaviour.
67 

Hence  

thelegislatureintroducedsection69.
68 

Section69istitledthe“powertoissuedirectionsfor 
interceptionormonitoringordecryptionofanyinformationthroughanycomputerresource.” 
Thesectionmirrorssection5(2)oftheTelegraphAct,containingthesamelimitationsonthe 
exerciseofthepowertoissuedirections.Itcontainsasimilarstructureadheringtothe 

constitutionallimitationsasprescribedinPUCL,
69 

wherethedirectionmayonlybeissuedwhena) 
publicemergency;or(b)publicsafetysituationsexist.Italsocontainstherequirementofrecording 
reasonsforissuingthedirectionandmentioningthe5classesofeventsascontainedinsection 
5(2).Itdoesnotcausesurprisethattherecentregulationsprescribedundersection69(2)for 
providingtheprocedureforissuingdirectionsalsobroadlyfollowRule419A.Theymirrormostof 
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theproceduralsafeguardsofdocumentaryadherence,oversightandautomaticexpiry. 

3. Section66EoftheInformationTechnologyAct,2000 
Curiouslytheamendmentalsobringsforwardasectiontitled“punishmentforviolationof 

privacy.”Though,thetitleofthesectioniswordedbroadlyitseekstoapplyonlytocapturing
70 

an  

“imageoftheprivateareaofaperson”,“undercircumstancesviolatingtheprivacyoftheperson.”
71 

Thecircumstancesviolatingtheprivacyofapersonarewhensuchpersonhasareasonable 
expectationthat(a)heorshecoulddisrobeinprivacywithoutbeingconcernedthatanimageof 

64 

SeeEditorial,PluggingITLoopholes,HINDUBUS.LINE,Sept.6,2005,availableathttp://www.blonnet.com/2005/09/06/stories
/2005090600061000.htm.

65 
InformationTechnology(Amendment)Act,2008,No.10of2009.

66 

UNCITRALMODELLAWONELECTRONICCOMMERCEWITHGUIDETOENACTMENT(UnitedNations1999),availableathttp://
www.uncitral.org/pdf/english/texts/electcom/05-
89450_Ebook.pdf.ThepracticaldifficultieswerenaturalsincetheInformationTechnologyAct,2000whichwasderivedfromth
eUNICITRALModelLawwasneverfullyadaptedasageneralenactment togoverninternet behaviour.

67 

InformationTechnology(Amendment)Act,2008,No.10of2009(contains49numberedparagraphswhichcontaininsertions,su
bstitutionsanddeletionstoseveralsectionsoftheInformationTechnologyAct,2000). 
68 Id.  

69 Supranote48.
70 

§66E,InformationTechnologyAct,2000,No.21of2000.Therulesequallyapplytopublishingandtransmitting.Hence,thereisre
cognitionoftheharmofinformationdisseminationinthesection,withthesameamount ofliabilityimposedontheoffenderforcap
turing,publishingortransmitting.

71 
§66E(1),InformationTechnologyAct,2000,No.21of2000. 

his/herprivateareawasbeingcaptured;or(b)anypartofhis/herprivateareawouldnotbevisible 

tothepublic,whethersuchpersonisinapublicoraprivateplace.
72 

B. INFORMATIONPROCESSING 
Thoughstylingitselftobeconcernedproperlywiththeprocessingofinformation,section69Bisa 

hybridbetweeninformationgatheringandprocessing.
73 

Thesectionistitled“powertoauthorize 
tomonitororcollecttrafficdataorinformationthroughanycomputerresourceforcyber 
security.”Thesection’sobjectivesareessentiallybetterinternetmanagementwiththespecific 
mandateof“enhancingcybersecurityandforidentification,analysisandpreventionofintrusion 

orspreadofcomputercontaminant.”
74 

Towardsthisgoalthesectionallowsforissuingdirections 
to“monitorandcollecttrafficdataorinformationgenerated,transmitted,receivedorstoredin 

anycomputerresource.”
75 

Areviewoftheregulationsformedunderthesectionmakeitclearthat 
theharmswhichwillbeincurredareinthenatureofinformationprocessing,suchasaggregation 

andidentification.
76 

Thesectionprovidessimilarsafeguardsasfoundinsection69,butthe 

Published in Articles section of www.manupatra.com



conditionsforexerciseofthepowerareentirelydifferent.Duetothis,thereasonswhichhaveto 

berecordedarenotonthehighthresholdswhicharesetundersection69.
77 

Thesearethereasons 
whichhavebeenenunciatedunderthePUCLcase.Hence,thereliesanargumentagainstthe 
constitutionalityofthesectionastheregulationsformedunderitclearlycontemplateindependent 
directionstomonitordata,whichasatechnicalprerequisitenecessarilyrequiresinterception. 

C. INFORMATIONDISCLOSURE/DISSEMINATION 
1. Conventionaltreatmentofinformationdisclosure/dissemination 
Whatfurthercomplicatesthemixofprivacyinjuriesisthenatureoftheinformation.Information 
whichliesattherootofprivacyinallcasesisnotthesame.Itdealswithdifferentscopeofhuman 
activitiesandabreachintotheprivacyofeachincursadifferentgradeofharm.Thelawof 
informationdisclosurehasdevelopedmostwithrespecttothefreedomofpress.Here,claimshave 

72 
§66E,Explanation(e),InformationTechnologyAct,2000,No.21of2000.

73 

§69B,InformationTechnologyAct,2000,No.21of2000.74Id. 
75 

§69B,InformationTechnologyAct,2000,No.21of2000.
76 

Rule3(4),InformationTechnology(ProcedureandSafeguardsforMonitoringandCollectingTrafficDataorInformatio
n)Rules,2009(“mayincludethemonitoringofdataorinformationforanypersonoranyclassofpersons.”).

77 

Rule3(2),InformationTechnology(ProcedureandSafeguardsforMonitoringandCollectingTrafficDataorInformatio
n)Rules,2009(containsthedifferent typesofsituationswhichcanthreatencybersecurity). 

oftenbeenmadethatthepublicationoffactsharmstheprivacyofpersoninsociety.
78 

Theseclaimsareoftenintertwinedwiththelawofdefamation,whenthepersondisputestheveracityoftheinf
ormationsoughttobedisclosed.

79 

Thentherearecaseswhereexaminingtheinformationforwhichabreachiscomplainedagainstarisefromafi
duciaryrelationship.IrrespectiveofthedoctrinaloriginsarisingfromtortorfromPartIIIoftheConstitution,
Courtsgenerallyadoptamethodologytojudgesuchcases.Courtsgauge(a)thesourceoftheinformation,suc
hasfiduciaryrelationshipse.g.doctorpatient,

80 
matrimonial,

81 
andbankcustomer,

82 

and(b)thecontentsoftheinformation,e.g.presenceoftheAIDS virus,
83 

aspouse’sinfidelity,
84 

andfailuretopaydebts.
85 

Here,courtsbalancethecountervailingargumentsforpublicbenefitwhichmayarisefromthedisclosure.Co
urts,hence,mayallowthedisclosurewhenitconcernsapersoninfectedwiththeAIDS viruswhoseprospecti
vemarriagewilllikelyresultinthecommunicationofthevirus;

86 

theissueofthelegitimacyofachildforwhichadivorcedhusbandwillbeliabletopaymaintenance;
87 
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78 

See,e.g.,R.Sukanyav.R.Sridhar,A.I.R.2008Mad.244(India)(PerS.Manikumar,J.)(holdingthat publicationofproceedingsin
afamilycourt meant tobein-
camerawillaffect theconstitutionallibertyguaranteedtotheindividualandit wouldbeaninvasionofhisright ofprivacy).

79 

SeeInduJainv.ForbesIncorporated,IA12993/2006inCS(OS)2172/2006(HighCourt ofDelhi,12
th 

October2007)(India),at ¶74(PerGitaMittal,J.);Khushwant Singhv.ManekaGandhi,A.I.R.2002Del.58(India)(PerDevinder
Gupta&SanjayKishanKaul,JJ.).

80 

Mr.‘X’v.Hospital‘Z’,(1998)8S.C.C.296(India)&(2003)1S.C.C.500(India)(involvedaclaimfordamagesmadebyapatient ag
ainst ahospitalwhichdisclosedthefact that thepatient testedpositiveforHIVwhichresultedinhisproposedmarriagebeingcall
edoffandthepatient beingostracizedbythecommunity).

81 

AkilaKhoslav.ThomasMathew,2002(62)D.R.J.851(India)(PerV.S.Aggarwal,J.);seealsoPremkumarv.Rajeswari,CrlRC1
095/2007(HighCourt ofMadras,8

th 

October2009)(India)(PerT.Sudanthiram,J.).Thecaseconcernedanappealagainst adecisioninmaintenanceproceedingsdeny
ingtheappellant’srequest foraDNAtest oftheoffspringoftherespondent,whichtheappellant claimedwasnot bornout ofwedl
ockbut fromanadulterousaffair.TheCourt applyingthedecisionoftheSupremeCourt inShardav.Dharmpal,2003(2)C.T.C.7
60(India),heldthat thoughaDNAtest maybeinvasiveoftherespondent’sright toprivacy,itmaybepermittedinmaintenancepro
ceedingswhenit wastheonlywayofleadingevidencefortheappellant’scontentionthat sincethechildwastheresult ofadultery,t
heywerenot liabletopaymaintenanceforthechild.

82 

Mr.K.J.Doraisamyv.TheAssistant GeneralManager,StateBankofIndia,(2006)4M.L.J.1877(India)(PerV.Ramasubramani
am,J.).Thepetitioner,whowasadefaultingborrower,challengedthepowerofthebankstopublishhisphotographinnewspapersa
soffendinghisright toprivacy.

83 
Supranote80.

84 

AkilaKhoslav.ThomasMathew,2002(62)D.R.J.851(India)(PerV.S.Aggarwal,J.).
85 

Supranote81.
86 

Supranote82.
87 

Supranote84;seecontraRayalaM.Bhuvaneshariv.NagaphanenderRayala,A.I.R.2008A.P.98(India)(PerBilalNazki,J.)aff’d
in,NeeraAgarwalv.MahenderKumarAgarwal,2009(5)A.L.T.518(India).Without theknowledgeofthewife,thehusbandtapp
edtheconversationsofthewifewiththirdparties.Thecourt heldthat theprivacyofthewifewasclearlyinfringedbythisact andtha
t anysuchevidencegatheredbythehusbandwouldbeinadmissibleasevidence. 

andthestepstobetakenbyabanktorecoverdebtsfromawilfuldefaulter.
88 

Recently,animpressivebodyoflawhasalsodevelopedinrelationtotherecentlyenactedRighttoInformatio
nAct,2005.

89 

2. Protectionagainstonlinedissemination 
Pre-
amendment,theInformationTechnologyActprovidedashadeofprivacyprotectiontoguardagainstunwarr
anteddisclosure.Thesewereprovisionsinthenatureofprohibitionofdisclosureofinformationgatheredint
hecourseofperformanceoffunctionsmandatedundertheAct.

90 

Continuingthisapproach,theamendmentaddedseveralsectionswhichseektoguardagainstthedisclosureo
finformationwhichisgatheredinthecourseoftheirfunctions.Theseincludesection43Aforcompensation
whichabodycorporatewillbeliabletopayforthefailuretoprotect‘sensitivepersonaldataorinformation.’

91 

Eventheregulationswhichhavebeenframedundersections69and69Bprovideforstringentsanctionsagain
stthedisclosureofinformationwhichisgatheredbyintermediariesandpersonsemployedbythem.Whatisin
terestingisthattheseregulationsgobeyondtheregulationsontelecommunicationsinsofarasprovidingfora
ffirmativedutiesonintermediariesaswellaspenalsanctionsfornon-
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adherence.Thesearemostlyinthenatureofprotectingstrictconfidentialitywiththedataandprovideforpena
lsanctions.Thesecondareawherethedisseminationofinformationisprohibitedpertainstoobscenemateria
lsandpaedophilia.Thesearenotanalyzedforthecausalingredientsincefortheprohibitionitistheexistenceo
f‘obscenity’andnotabreachofprivacythatisvital.Hence,theycannotbeproperlyconsideredaslegislative
measurestoprotecttheprivacyharmsofinformationdissemination. 

88  

Supranote82.Thecourt heldthat,“ifborrowerscouldfindnewerandnewermethodstoavoidrepayment oftheloans,thebanks
arealsoentitledtoinvent novelmethodstorecovertheirdues.”SeealsoDistrictRegistrar&Collector,Hyderabadv.CanaraBank,
A.I.R.2005S.C.186(India).Thecaseinvolvedaconstitutionalchallengebythebankstothepowersofsearchandseizureprovidedt
oanypersonauthorizedbythecollectorunderanamendment totheStampAct,1899forthepurposesofdiscoveringanymaterialin
relationtotheevasionofstampduty.Thecourt opinedinparagraph34,“thelegislativeintrusionsmust betestedonthetouchstone
ofreasonablenessasguaranteedbytheconstitutionandforthatpurposethecourt cangointotheproportionalityoftheintrusionvis-
àvisthepurposesought tobeachieved.”

89 

UnionofIndiav.CentralInformationCommission,WP(C)16907/2006,3607&7304/2007,4788&6085/2008&7930,8396&9
914/2009(HighCourt ofDelhi,5

th 

January2010)(India)(PerSanjivKhanna,J.).ThecaseconcernedachallengetotherefusaloftheCentralInformationCommissio
ntodivulgeinformationundertheRight toInformationAct,2005.Thechallengeinvolvedaninterpretationofsection8(1)(j)ofthe
aforementionedstatutewhichsought torestrict thedisclosureofinformationundertheAct whenit,“wouldcauseunwarrantedin
vasionoftheprivacyoftheindividual”unlesstherespondent heldthat suchdisclosurecouldbemadein‘largerpublicinterest.’Se
eRajinderJainav.CentralInformationCommission,164(2009)D.L.T.153(India)(PerSanjivKhanna,J.).

90 

§72,InformationTechnologyAct,2000,No.21of2000.
91 

Explanation(iii),§43A,InformationTechnologyAct,2000,No.21of2000. 

IVTHELIMITATIONSOFTHEPRESENTPRIVAC
YREGIME 
A. DESIGNDEFECTSINTHEPRESENTSURVEILLANCEREGIME 
1. Lackofincentive,alackofprocedure 
Thereareseveralinherentproblemsintheapplicationofthepresentlegalregime.Areviewofcourtdecisions
hasdemonstratedthateventhoughcourtsapplydueprocess,theyhaveheavilyrelieduponfirstframingstrict
proceduresandhavedemandedanadherencetothemtogaugethelegalityoftelephonetapping.Inallprobabi
lity,thesameapproachwillbeadoptedtowardsonlinesurveillance. 

Themostobviouscriticismwhichmaybelevelledagainst‘theprivacythroughprocedureargument’willbet
hatpeoplewillsimplynotcomplywithsuchprocedure.Suchacounterwillpositthatbureaucratsandpoliceof
ficialsputinchargeofthesafeguardswillhardlybesticklersforprocedures.Theirprimaryjobwillbepolicing
andnotsecuringtheprivacyofcitizens.Hence,theywillbringaninstitutionalbiastotheirfunction.

92 

Thecounterfindsitslogicalendbymakingalackofincentiveargument.Itstatesthattheauthoritieswillbringt
othejobanunabatedenthusiasmtosecureaconvictionandwillviewthesafeguardsprovidedinthestatuteash
urdlestotheirgoals.Areviewofthedecisionswillshowthatcourtshavewithouthesitanceconvictedoffende
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rsonevidencegatheredbyimproperprocedurewhensuchprocedureisoftenheldnotmandatory.
93 

ThedeficiencyinobservingthesafeguardsfortelephonetappinghasbeenheldbytheSupremeCourttonotaf
fecttheadmissibilityoftheevidence.

94 
TheCourtheldthat– 

92 
M.P.JAIN&S.N.JAIN,PRINCIPLESOFADMINISTRATIVELAW225-

234(2002);seeRomeshSharmav.StateofJammu&Kashmir,2007(1)J.K.J.84(India)(PerY.P.Nargotra,J.).Thecourt apprecia
tedargumentsastotheinstitutionalbiasagainst thevigilanceorganisationofthestatepolice,wheretheevidencewhichhadbeenga
theredbythevigilanceorganisationfromtheaccusedpetitioneronacasewasstolen.Thereafter,anothercriminalinvestigationwa
scommencedbythevigilanceorganisation.Thepetitionerfearinghisfalseimplicationinthecaseofthetheft allegedinstitutional
biasandthecourtorderedthat theinvestigationofthetheft betransferredtoanindependent thirdentity.SeealsoSouthIndianCas
hewFactoriesWorkers’Unionv.ManagingDirector,(2006)5S.C.C.201(India)(PerArijit Pasayat &TarunChatterjee,JJ.).It 
washeldthat theinquiryhadbeenconductedbytheAssistant PersonnelManageroftheCorporationandtheUnionraisedanindust
rialdisputeinwhichtheLabourCourt set asidetheinquiryonthegroundofinstitutionalbiasastheEnquiryOfficerwaspart ofthes
ameinstitutionandhadalsomadecertainuncorroboratedremarksagainst theemployee.

93 

R.M.Malkaniv.StateofMaharashtra,A.I.R.1973S.C.157(India).Thecourt decidingontheadmissibilityofevidenceundersecti
on7oftheEvidenceAct,1972heldthat,“...thereiswarrant forthepropositionthat evenifevidenceisillegallyobtainedit isadmiss
ible.Overacenturyagoit wassaidinanEnglishcasewhereaconstablesearchedtheappellant illegallyandfoundaquantityoftheof
fendingarticleinhispocket that it wouldbeadangerousobstacletotheadministrationofjusticeifit wereheld,becauseevidence
wasobtainedbyillegalmeans,it couldnot beusedagainst apartychargedwithanoffence.SeeJonesv.Owen,(1870)34JP759…”
SeealsoSaiyadMohammadSaiyadUmarSaiyadv.StateofGujarat,(1995)3S.C.C.610(India);C.Aliv.StateofKerala,(1999)7S
.C.C.88(India); 

Inregardtothefirstaspect,twoinfirmitiesarepointedoutintherelevantordersauthorizinga
ndconfirmingtheinterceptionofspecifiedtelephonenumbers.Itisnotshownbytheprosecu
tionthattheJointDirector,IntelligenceBureauwhoauthorizedtheinterception,holdsthera
nkofJointSecretarytotheGovernmentofIndia.Secondly,theconfirmationorderspassedb
ytheHomeSecretary(containedinvolume7oflowerCourtrecord,Page447etc.)wouldindi
catethattheconfirmationwasprospective.Wearedistressedtonotethattheconfirmationor
dersshouldbepassedbyaseniorofficeroftheGovernmentofIndiainsuchacarelessmanner,
thattoo,inanimportantcaseofthisnature.However,thesedeficienciesorinadequaciesdon
ot,inourview,precludetheadmissionofinterceptedtelephoniccommunicationinevidence
.ItistobenotedthatunliketheprovisotoSection45ofPOTA,Section5oftheTelegraphActor
Rule419Adoesnotdealwithanyruleofevidence.Thenon-
complianceorinadequatecompliancewiththeprovisionsoftheTelegraphActdoesnotpers
eaffecttheadmissibility.

95 

Hence,whenthefunctionisexercisedwithabiastowardsconvictionandthereisalackofincentive,theseproc
edureswillberoutinelyflouted.Itcannotbesaidthatthemerevestingofthisdiscretionwillleadtoapresumpti
onthatitwillbeexercisedwithanevileyeandanunequalhand.

96 

However,theregulationsaredesignedinamannerwherethereisadeepseatedbiastowardssecuringconvicti
onwithorwithoutanadherencetoprocedure. 
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StateofPunjabv.BaldevSingh,(1999)6S.C.C.172(India);BeckodanAbdulRahinanv.StateofKerala,(2002)4 
S.C.C. 
229(India).Thesecasesconcerntheadmissibilityofevidencegatheredinamannerthat isnot compliant withtheproceduralsafe
guardsset out insection50oftheNarcoticDrugsandPsychotropicSubstancesAct,1985.Thecourtshaveheldthat onlyifthesafe
guardsaremandatoryshallnoncompliancerendertheevidenceinadmissible.

94 

State(N.C.T.ofDelhi)v.Navjot Sandhu,A.I.R.2005S.C.3820(India)(PerP.VenkataramaReddi&P.P.Naolekar,JJ.).
95 

Id.at ¶16.It istobenotedthat eventhoughtheInformationTechnologyAct,2000doesnot containasectionanalogoustosection4
5ofthePreventionofTerrorismAct,2002whichcontainedlanguagetomakeevidenceadmissibleevenincasesofproceduralimpr
oprietyforwhichthedecisionwasgiven,thegeneralapproachoflawenforcement istoflout proceduralsafeguards.SeealsoK.L.
D.Nagasreev.Government ofIndia,A.I.R.2007A.P.102(India)(PerG.Rohini,J.).Thewrit petitionchallengedtheorderofther
espondent undersection5(2)oftheIndianTelegraphAct,1885directingtheinterceptionofmessagesfromthemobilephoneofthe
petitioner.Thecourt discussedtheproceduralproprietyintheorderofinterceptionofcommunicationsframedunderRule419-
AoftheIndianTelegraphRules,1951framedpursuant tothesafeguardsgivenbythecourt inthePUCLcase.Thecourt examining
theorderdiscoveredthat it waslackingintherecordingofreasonsfortheinterception.Thecourt alsodiscoveredthat thereviewc
ommitteeconstitutedunderRule419-
A(8)merelypostponedthereviewoftheorder.Ultimately,thecourt heldthattheseinfirmitiesrenderedtheevidenceinadmissible
.Evenhere,theapproachofthelawenforcement agenciestonot observeprocedureistobenoted.

96 

Gulf,Colorado&SantaFeRy.Co.v.Ellis,165U.S.150(1891). 
2. Absenceofaneffectiveinjurydiscoveryandredressalsystem 
Theproblemofthenon-
adherencetoprocedureiscompoundedbytheabsenceofaneffectivelegalmeasuretodiscovertheprivacyha
rm,untiltheinformationispubliclydistributedmakingthesubjectawareoftheinfraction.Thisseemsnecess
aryasanotificationmaycausetheconcealmentoftheinformationwhichissoughttobegathered.However,th
isproblemisacute.Ianticipatethatthepaucityofprecedentchallengingunwarrantedintrusioncanbeattribut
edtothenon-
disclosure.Thelimitedprecedentathandisincaseswhereanoffenceisallegedagainstapersonandtheinform
ationgatheredthroughsurveillanceispresentedincourt.Thelimitedempiricalevidencesuggeststhatunwar
rantedsurveillanceisacommonoccurrence.ThePUCLcaseitselfaroseoutofstatisticsofastudypresentedb
ytheCentralBureauofInvestigationwhichstatedthehighdegreeofwarrantlesseavesdroppingonconversa
tionsofpoliticians.

97 

Amorerecentcasewhichtouchedmediaheadlineswaswhentheleaderofamajorpoliticalpartycomplainedt
hathisphonewasbeingtappedillegally.

98 

Evenintheunlikelyeventthatanordinarypersonsuspectsthatheisunderelectronicsurveillance,hisremedi
esareoneroustoenforce.TheCourtsintheirmagnanimitymayentertain(a)awritproceedingunderArticle2
26or32oftheConstitutionofIndiaforjudicialreviewofthepoliceactionandforappropriaterelief;(b)crimin
alactionagainsttheofficersresponsibleforcriminaltrespasssubjecttootherprovisionsofCodeofCriminal
Procedure,1973;(c)damagesintortbyfilingacivilsuit;and(d)appropriatecompensationinapubliclawjuri
sdictionfromtheCourtofjudicialreviewunderArticle226or32oftheConstitution.

99 

Theseremediesmaylookattractive,however,theytakesubstantialtime,effort,moneyandlawyeringtoenfo
rce.

100 
Hencerelyingonlitigationtocureprivacybreacheswillbeineffective. 
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97 
Supranote48.

98 

AmarSinghv.UnionofIndia,2006(2)S.C.A.L.E.698(India),at ¶2(PerY.K.Sabharwal,C.J.)(“wehaveaskedcertainquestionsf
romlearnedSolicitorGeneralregardingthetappingoftelephonesundertheauthorityoftheCentralGovernment forwhichtoomu
chtimeissought tofilefurtheraffidavits.”).

99 

SunkaraSatyanarayanav.StateofAndhraPradesh,2000(1)A.L.D.(Cri.)117(India),at ¶65(PerV.V.S.Rao,J.)(listingthediffer
ent typesofremediesavailabletoapetitioneraggrievedbythepolicemaintainingahistorysheetforhimongroundsofinfringemen
t ofhisright toprivacy).

100 
ARUNMOHAN,JUSTICE,COURTSANDDELAY1-

42(2009)(amodernclassiconthecausesandthesolutionstodelayscloggingIndiancourts);seealsoMarcGalanter,FiftyYearsOn,
inSUPREMEBUTNOTINFALLIBLE:ESSAYSINHONOUROFTHESUPREMECOURTOFINDIA57-
65(B.N.Kirpalet al.eds.,2004)(describinglitigationinIndiaasplaguedbydelaysandasagameofa‘sunkencost auction’). 
B. ADEEPERCUTATPRIVACY 
Theabovedefectsareessentiallyinherentdesigndefectsintheprovisionsgrantinglegalsanctionforsurveill
anceandmayapplyequallyacrossallmediumsofexpressionsuchasletters,telecommunicationsandinterne
tcommunications.However,therearecertainharmswhichaccrueuniquelytowardsinternetcommunicatio
ns.Thissectionanalysestheseuniqueharmswhicharenotfoundpresentinothermediumsandrepresentahig
herdegreeofprivacyharms. 

Theinternetasaninteractivemediumprovidespersonswithawiderangeofapplicationssuitedtocatertoever
yinformationneed.Thesemaybethroughthemediumsoftextoraudio-
video;howeveritisthisbroadrangeofapplicationsitprovides,whichmakesharmsofinterception,processi
ngordisclosurecutmuchdeeper.Thecrosssynergiesoftheseapplicationscauseadeeperlevelofharmthanw
ithconventionaltelephonetapping.Moreover,apersonaccessingtheinternetoftendoessowithintheprivac
yofhisownhomeandexpectsareasonablelevelofprivacy.

101 

Thecommunicationswhennotwithahumanpartyareforthesatisfactionofhisorherowndesiresandcuriosit
ies.Apersonmaydivulgemoreinformationtoacomputerthantoanotherperson.Thismaybemundaneande
mbarrassingasamusicaficionadooccasionallylisteningtobubblegumpoporasseriousanddamagingasam
entallyillpersonresearchingonalternatemethodsoftreatment.Henceinternetcommunicationsareinheren
tlyintimateandconcernthecoreoftheprivacyoftheperson. 

Internetcommunicationsareareflectionofaperson’sthought,intentandmotive.Tothiseffectthestatement
byJohnBattellemakesforchillingreading,“[l]inkbylink,clickbyclick,searchisbuildingpossiblythemostl
asting,ponderous,andsignificantculturalartefactinthehistoryofhumankind:thedatabaseofintentions.”

10

2 

Hence,applyingthesamestandardswhichhavebeensetfortelephonetappingwouldbeagrosssimplificatio
noftheproblemswhichareposedbyprivacyharmsininternetcommunications. 

101 
CyberCafeinGandhinagar,India,http://www.worldembassyinformation.com/indiacybercafe/cybercafein-

gandhinagar.html(last visitedJuly5,2010).ThispageshowscybercafelistingsinthecityofGandhinagar.Most oftheseestablish
mentsmentionthat theyhavedimlightingandofferthesurfercompleteprivacy.InIndia,whenvisitingacybercafetoaccesstheint
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ernet apersonoftenfindsarowofcomputersseparatedintoseparatecubiclesprovidingprivacyfromotherpatronsglancingonthe
screenandgleaninginformation.

102 

JohnBattelle,TheDatabaseofIntentions(Nov.13,2003),http://battellemedia.com/archives/000063.php(last visitedJan.4,20
10).SeealsoAlokeTikku&GauravChoudhury,Databasetofightterrorismwillkeepeyeonyou,HINDUSTANTIMES,Dec.23,200
9,availableathttp://www.hindustantimes.com/NewsFeed/india/Databasetofightterrorismwillkeepeyeonyou/Article1-
489540.aspx(“Thismeansthat ratherthanwritingtomorethan50entities—
government bodiessuchastheRBIandtheBureauofImmigration,andprivatefirmslikephoneandairlinecompanies—
allthat asecurityagencyhastodoistofeedyournameintothesystem.”). 
C. ABSENCEOFWIDEDATAPROTECTIONSTANDARDS 
1. Limitedprotectionagainstprivateprivacyrisks 
Ashighlightedabove,thecurrentprivacyregimeisdesignedtoprotectthecivillibertiesofcitizensagainstthe
state.Insuchaset-
uptheprotectionwhichisaffordedagainstprivateentitiesisthelimitedtothenonperformanceoffunctionsw
hichtheyperformwhenunderdirectionsofstateentities.Suchanapproachignoresthefundamentaleconomi
csoftheinterneteconomy,wherethestateisamarginalplayer,andusers’searchhabitsareconcentratedinafe
wonlineserviceproviders.Herefromthemomentthebasicaccessstarts,auserusuallylogsontoasearchengi
neor/andemailserviceprovider.Oftenbothoftheseareoperatedbythesameconglomerate,suchasYahoo!-
Yahoo!mail,

103 
GoogleGmail,

104 
BingHotmail.

105 

Thisisnotaslipperyslopeoranargumentinanticipation.Thesecompanies’basicrevenuemodelisdevisedo
nthebasisofservingcontextualadvertisementstosupporttheirservices.Theuseofsuchinformationcanlead
toahostofprivacyharms.Fore.g.,theinventoroftheinternetitselfhasexpressedconcernthatsearchingforb
ooksoncancercouldresultinincreasedhealthinsurancepremiumsbecausecompaniescantrackconsumera
ctivityandthensellthisinformationtotheinsuranceindustry.

106 

2. Nonrecognitionoftheharmofinformationprocessing 
Thecurrentprivacyregimeisalsolimitedintherespectthatitdoesnotaffordanyprotectionagainstseveralha
rmswhichareincurred.Thesearemostglaringwithrespecttothecompletenon-
recognitionofimportantharmscausedbyinformationprocessing.Anunprecedentedamountofpersonalda
taisavailableonlineandwhenaggregatedapersonslifebecomes‘transparent’overtime.

107 

Increasingthelevelofprivacyharmisthefactthatthedataisstoredinvastprivatedatabasesbyafewconglome
ratesduetotheconcentratednatureoftheonlineserviceindustry.

108 

However,whenthisdatamaybeseennon-
contextuallyitmayleadtoincorrectinferencesbeingdrawn,e.g.aperson’ssearchquerylogsmaybeentirely
forthepurposesofresearchandnotapersonalmedicalcondition.Whatismostworryingisthatapersonwhos
edataisbeinggathered 

103 
IsyouremailprivacysafewithGoogle’sGmailandYahoo!Mail?,July30,2006,http://www.scooq.com/general/isyour-

emailprivacysafewithgooglesgmailandyahoomail/34/(last visitedJuly5,2010).
104 

BBCNews,Google’sGmailSparksPrivacyRow,Apr.5,2004,http://news.bbc.co.uk/2/hi/3602745.stm(last visitedJuly5.201
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0). 
105  

MichaelArrington,BingComestoHotmail,July9,2009,http://www.techcrunch.com/2009/07/09/bingcomesto-
hotmail/(last visitedJan.01,2010).

106 
BBCNews,RoryCellan-

Jones,WebCreatorRejectsNet Tracking,Mar.17,2008,http://news.bbc.co.uk/2/hi/7299875.stm(last visitedJuly5,2010).
107 

SeeOmerTene,WhatGoogleKnows:PrivacyandInternetSearchEngines,2008UTAHL.REV.1433.
108 

Id.at 14561463. 

doesnothaveanynoticecausingaharmofexclusion.Thisisexclusionininformationprocessingandnotinfor
mationgatheringhence,thereshouldnotbeanyreasonforsuchexclusion.Here,itisnotoutofplacetoheedthe
EULawonPrivacywhichcontainsabasicprohibitionagainstdatabases.Thenthereisalsotheprobableharm
ofsecondaryuse,wheretheinformationgatheredwillbeusedforpurposesotherthanforwhichitwasgathere
d.Forarobustprivacyregimemorerulesneedtobeprescribedtosafeguardagainstharmstoprivacywhichare
uniquelyoccurringininternetcommunications. 

VCONCLUSIONPrivacyadvocateshavetoreconcilet
othefactthattheirgovernmenthastherighttointerceptandmonitordatainaspecifiedsetofcircumstances.T
hisismorepronouncedgiventhecurrentclimateinwhichthesceptreofterrorismishauntingmostcountries.
Once,anagreementonthatpremiseisachieved;thecircumstancesforinterceptionandmonitoringaswellast
hesafeguardstocheckthepotentialabusearethenextlogicalstep.Withoutaneffectivedesignforincentives,
checksorbalancessuchproceduresarecursoryatbest. 

Theprovisionswhichhaverecentlybeenmadeundertheregulationsareimperfecthowevertheyarenotdefe
ctive.Theyrequirerefinementandsubstantiationandnotwholescalerepudiation.Thebestalternativekeepi
nginviewtheproceduralapproachtowardsinformationgatheringwouldbetomandateexanteex-
partecourtorders.Theseordersmayariseoutofin-
cameraproceedingswhereastatecounselcanprovideparticularsoftheintrusionaswellastheinformationw
hichissought.Suchorderswillcuretheinherentdefectsinthesystemsincetheycleanlyremovetheinherentb
iasofthefunctionaries. 

Thiswillbeapragmaticandconvenientcompromisewhichwillnotmarkasubstantialshiftinthepresentproc
eduredrivenapproach.Suchproceduralsafeguardsareessentialforinternetcommunicationssince,ashighl
ightedabove,thelevelofthebreachofprivacyishigherthanconventionalinvasionsofprivacy.Atthesameti
methesamesafeguardswhichapplytosection69shouldbeappliedtosection69B.Informationaggregationa
ndmonitoringnecessarilyrequiresinterception.Aboveandbeyondthisthereisaclearcausationofprivacyh
armswhichnecessitatethatthesafeguardsevolvedbythePUCLCourtunderArticle21forthe‘righttoprivac
y’areinsertedinthesection.Toprovidearobustprotectionofprivacyrightsregulationsalsohavetobemader
egulatingtheroleofprivatepartiesastoinformationprocessing. 
TheamendmentswithoutfurtherrefinementcreateBentham’spanopticon.

109 
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Encounteredbyissuesofprivacyononlinecommunications,thelegislaturefacesatenuoustasktotakevitalp
olicydecisions.Itfindsitselfinthepositionofatrapezeartist,whereitcannotkeepwalkingthetightrope,ithas
totakeacall,tipovertototalitariantendenciesorembraceanewfoundliberalconception.Obviously,onlyon
eofthesechoicesaffordsasafetynettoprivacy. 

109 
SeeJEREMYBENTHAM,PANOPTICON;OR,THEINSPECTION-

HOUSE(1787),reprintedinTHEWORKSOFJEREMYBENTHAM37(JohnBowringed.,1962)(anarchitecturaldesignofaprisonwh
eretheinmates’cellsweredesignedinamannerwherebytheInspectoroftheprisoncouldseeandheareveryinmatebut it wasimpo
ssibleforaninmatetodoso).SeealsoMICHELFOUCAULT,DISCIPLINEANDPUNISH:THEBIRTHOFTHEPRISON(1979). 
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